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Abstract. The scientific and business communities today are particularly con-
cerned to ensure that web applications containing less vulnerability on the is-
sues of security and reliability of the information. This article proposes a guide
with the aim of guiding the engineers Web application testing to find vulnera-
bilities within an application. This guide is based on standards ISO 9126:1991,
IEEE 1233, IEEE 6190, IEEE 830, ISO / IEC 9646-1. The guide is currently in-
corporated in a wizard; some of the practical results obtained from using the
same are presented in the case study.
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1. Introduction

The use of Web applications to conduct business, banking, educational, information,
e-business, issuance of certificates, among others, has prompted interest in ensuring
the safety and reliability of the information displayed, processed, stored and/or trans-
ferred via the web.

The safety and reliability of Web applications has been approached from different
perspectives and with different methods. Among the solutions are formal methods [1]
and [2] which focus on specify, develop and test the quality of computer systems by
implementing a rigorous mathematical notation. Unfortunately, formal methods are
not generally used by the difficulty in practice in the use of such models.

In industry, semi-formal methods [3] [4] and informal [5], [6] are used for model-
ing and verifying aspects of security and reliability of Web applications due to its
easy representation, however models obtained are difficult to analyze what aspects
ensure security and reliability is a complex and imprecise. As different research
groups have been building bridges between formal methods, semi-formal and infor-
mal as in [7].
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Moreover according to [8] software vulnerabilities can be grouped into three cat-
egories: the design, development and implementation, and operation. Unfortunately,
in practice, analysts and designers of Web applications do not specify security re-
quirements, and often do not provide for vulnerabilities in their design.

This represents a challenge in the field on Information Technology Audit. So, for
that reason in order to avoid these problematic this paper proposes a set of guidelines
based on standards: ISO 9126:1991, IEEE 1233, IEEE 6190, IEEE 830, ISO / IEC
9646-1 which will be used in the testing stage of a development process of WEB
software systems to help engineers in reducing the vulnerabilities of Web applications
during the testing phase.

This paper is organized as follows. Section 2 describes how the security in Web
application has addressed. Section 3 presents the contribution of this paper, i.e. the
proposal guidance to achieve security and reliability within a Web application;
whereas the section 4 presents a case study to illustrate the use of the guide. Finally,
section 5 provides conclusions and future work.

2.  Background

A Web application consists of a set of Web pages and components that interact to
form a system running using server (s) Web, network (s), HTTP, and browser, in
which its state changes to the information that users enter or request [9].

For quality Web applications from development methodologies, there are two main
approaches 1) hypermedia community, and 2) the software engineering community
[3]. The first takes care of all the methods and guidelines for writing, designing or
writing content for Web publishing [10].

While the software engineering community in Web Engineering addresses the
application of systematic methodologies, structured and measurable to develop, test
and maintain Web applications [11][12].

Unfortunately Web engineering has focused on the phases of life cycle analysis
and design [13], while Web applications in addition require experts in the field of
security to ensure data integrity, reliability, etc. [14].

According to ISO/IEC17799 [15] indicates that the security means a set of meth-
odologies, practices and procedures that seek to protect information as a valuable
asset and thereby reduce threats and risks (called information security) to ensure that
resources system to be used the way it was decided (called security). In IEEE/std
610.12 [16] reliability is the ability of a system to perform the functions for which it
was designed without failure, in other words intended to ensure that the information is
not modified by anyone not authorized.
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But despite numerous efforts to achieve security through code review and prac-
tice of software engineering, many professionally designed Web sites still suffer from
security holes and make serious applications. This evidence suggests a need for tools
and techniques to address the problem [17] [18].

Methods of developing security for the Web is a daunting task, partly because of
security concerns arose after the development of the web application or after a securi-
ty problem occurred. In [19] describes various tools that can be used for security with-
in a Web application using a test, some of which are WEBGOAT, NETCAT, CURL
and PROXIES. WEBGOAT created by OWASP (Open Web Application Security
Project) is a Web application developed in J2EE designed with the objective of serv-
ing as a test bed and find vulnerabilities once Web application is deployed, it is sup-
ported by other tools like NETCAT which used to interact at http or any other proto-
col with the Web server, while CURL interacts at http command. Local PROXIES are
used to intercept, modify and send requests to the server. Also looking for vulnerabili-
ties or risk factors through the code, we can use a local copy of the web site. Addi-
tionally, in [19] is mentioned for these tools (NETCAT, CURL and proxies) to in
order to work properly Firefox browser is required, these tools look for vulnerabilities
simple as if you use the right browser, the right platform for the type of Web applica-
tion, good 80/443 port operation (allowing http from any source, etc.). however these
are used when the Web application is already on the server, which is why further
investigations are focusing on addressing vulnerabilities in the design stage, although
there are some mechanisms to verify single types of vulnerabilities, is not usually
implemented if you try to avoid all the vulnerabilities that may appear in your web
application, that is the reason we use [1] that describes a methodology for finding
vulnerabilities in the design stage.

According to [1] AppScan DE is a method that looks for common vulnerabilities
in Web applications and makes a list of them. Subsequently makes recommendations
for solutions to ensure safety guidelines for reliability and quality in the application
which focuses on UNIX platforms. Using ISO 9126:1991, IEEE 1233, IEEE 6190,
IEEE 830, ISO / IEC 9646-1 and information on AppScan DE in the next section
introduces the guide.

3.  Guide on finding vulnerabilities

Vulnerabilities in Web applications in accordance with ISO / IEC 13335-1:2004 in
[20] are a group of weaknesses that can be attacked by one or more threats, the most
common according to the ISO 9126:1991 in [21], [22] are:

e Usability. It focuses on testing the effort needed for use, and individual as-
sessment of such use by a system of users stated or implied.

e Functionality. Try the product's ability to provide features that meet specific
needs.
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e Reliability. Refers to test the ability of a product to maintain the level of per-
formance under stated conditions for a period of time.

e Efficiency. Try the qualities that have to do with the behavior in time, re-
source utilization efficiency and compliance.

e Portability. Test focuses on the characteristics of adaptability of various set-
tings, and instability co-existence with other platforms.

e Maintainability. Refers to prove the qualities of capacity for change, testing
facility, stability and ease of maintenance.
On the other hand in [1] found a "perversion" of Web applications illustrated

in Table 1, which shows which covers the tool AppScan DE yet within Windows

platforms are others like that here are in Table 2.

The guide is based on questionnaires which indicate at each stage of devel-
opment of a Web application security issues that must ensure the application in
each stage. In this way the guide is intended to indicate that it has been validated.

Specifically in the stage of the questionnaires requirements help ensure the
detailed definition in the life cycle of web application, where security is inherent.

Table 1. WEB "Perversion" that ensuring AppScan DE.

SECURITY OF
HARDENED NETWORK ACCESS
VULNERABILITY WEB APPLICATION
SERVERS SCANNERS CONTROL
WITH APPSCAN DE
HIDDEN HANDLING v
COOKIE POISONING v
BACKDOORS v
BUFFER v v
OVERFLOW
STEALTH v
COMMANDS
KNOWN v v v
VULNERABILITIES
MY SETTINGS v v v
THIRD
MANIPULATING v
PARAMETERS
CROSS SITE v
SCRIPTING
FORCED BROWSING v v
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Table 2. Main issues of vulnerability found in Windows platforms.

WINDOWS SECURITY
PROBLEMS

RESULT

PROTECTION OF POTENTIAL THE SECURITY FLAW BY
CUSTOMERS ~AND USERS OF | DOWNLOADING AN INFECTED FILE
VIRUSES THAT ENTER THROUGH | ALLOWS A HACKER TO TAKE
THE VULNERABILITY IN THE | CONTROL OF YOUR PC, STEAL
WINDOWS META FILE CODE | INFORMATION, PERSONAL
(WMF). PASSWORDS, ETC.

ALLOWS THE VULNERABILITY
INTERNET EXPLORER ALLOWS
IN THE BROWSER FOR REMOTE
REMOTE CODE EXECUTION.
CODE EXECUTION.

VULNERABILITY ALLOWS
SIMPLE NETWORK MANAGEMENT

UPDATES TO SNMP.
PROTOCOL THAT REMOTE CODE
EXECUTION.
ALLOWS VULNERABILITY
INCREASED PRIVILEGES. THAT ALLOWS PRIVILEGE

ESCALATION.

ERROR ON HOW TO HANDLE
REDIRECTS THE URLS IN HTML
MANAGER, WHICH ALLOWS

INTERNET EXPLORER, ACCESS
TO DOCUMENTS IN ANOTHER

ACCESSING DOCUMENTS
PAGE.

SERVED FROM ANOTHER WEB

PAGE.

In addition to ensuring they are implemented in the security policy and stand-
ards for the development team.

Some questions contained in the questionnaire are:
1. Is there a security protocol to avoid outside attacks and intrusions
from hackers?
2. Do you avoid being seen, the program names and directories?
3. Does it protect the integrity of their programs and data?
4. Are the services offered are made via secure transaction channels?
Just to mention some of the questions you can ask in order to have a general
idea of the aspects to be taken into account for accomplishing security designing
a Web application.

In analysis and design phases looking for inconsistencies in design require-
ments, we recommend taking into account the following security mechanisms:
user management, authentication, authorization, data confidentiality, integrity, re-
liability, session management, transport security, segregation system in levels,
and privacy.
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During implementation phase coding is completed in the design of a Web ap-
plication. The goal is to generate a list of recommendations for developing and
testing the sequence relationships between webpages in order to get a good robust
application and ensure optimum performance. Issues that must meet a Web appli-
cation according to ISO 9126:1991 with IEC (International Electrotechnical
Commission) [21] and IEEE / Std 610.12, 1990 [16] are functionality, reliability
and usability.

In test phase should check the requirements, analyze the design and code re-
view. In case of errors or new requirements in Web development requires a
budget to determine the cost, time and impact of a change in the existing product,
document the change and verify the consistency changes.

As the test engineer must first identify all possible security holes site consid-
ering the characteristics tested. The issues proposed in this article for safety test-
ing are as follows.

1) DNS management: Its main purpose is to detect whether the domain name is
appropriate. More than one domain name can be assigned to a Web site. It is
possible to add other names under the .MX or another, which will generate
additional aliases for the site. It is recommended that all domains are redi-
rected to the first screen corresponds to the official homepage of the Web-
site.

2) Protection of internal structure of the Website: In this case you should check
the site's internal structure, i.e. reducing the amount of information contained
in the URL shown in the program as user data display, and directory names
program, etc. It is recommended that mechanisms for transferring infor-
mation between webpages is at the level of server objects, thereby preventing
the customer to be responsible for the transfer of data between the server
running sessions. Another way is to prevent access to elements of Web serv-
er addresses is associated with a session on or associated with Sessionld or
Userld, this because with simple steps you can know the session token and
pretend that this is the same user returning to the site. Protections should be
incorporated on the address source IP address.

3) Protection against robots: Determine if the search robots or spiders known as
spiders from entering them. Not all site directories should be available for
search bots to enter them. You must use the robots.txt file, which is a plain
text file containing instructions in the meta-tags of the homepage to prevent
their access.

4) Managing privacy: verify the privacy of users of the site permanently, ac-
cording to site policy. There should be physical and logical protections on in-
formation. For example customers protect physical servers in different data
storage, ideally separate interfaces including data query. Also incorporate
mechanisms for data encryption to sensitive information.

5) Secure channel: Verify the encryption of the communication channel for
transferring private information between users and the Web site, via the In-
ternet. It recommends the establishment of the channel SSL (Secure Socket
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Layer), although the mean delay in starting the initial connection, not subse-
quently results in increased bandwidth and server resources increases.

6) Access control mechanisms: Check the protection of user privacy on the web
site content, in the context of keys and authentication as simple and ad-
vanced electronic signature which is a system that identifies the user when
performing transactions through Internet or closed networks, another way is
through authentication with username and password pair that should provide
key feedback mechanisms, by providing answers to predefined users, and do
so by email. You can also use hardware systems for authentication, in this
case should incorporate mechanisms such as token cards, and security.

7) Protection program: Check the protection code and the server's internal pro-
grams. How to avoid the transfer of parameters across the direction of access
to the pages, to avoid reading the executable from the directory server, in the
case of scripts using code compaction.

8) External versus self-Site Hosting: an objective evaluation based on capabili-
ties, support requirements and effective.

9) To ensure minimal roles: defining the various roles within the definition and
design of the site. That is, choose the most competent staff that can meet
them, for example, the architect who is responsible for making working con-
figurations of servers and applications, the application manager, the quality
control manager, security manager, among others.

Table 3 is a brief questionnaire that helps the verification of vulnerabilities and

compliance.

To carry out a general and adequate guidance is recommended the following prac-

tices.

»  Test early and test often: This practice focuses on testing before, during and
after the Web application in which these tests should be performed frequent-
ly.

*  Understand the scope of security: Classify information according to the de-
gree of protection considering legal issues.

*  Understand the scope of study: Having accurate documentation as architec-
ture, data flow diagrams, use cases, etc., minimum infrastructure for monitor-
ing and analysis of attacks and network applications.

*  Use the tools: there are open source and commercial, they simplify and speed
the security process, helping the security personnel in their tasks.

*  What is important is in the details: Review results and eliminate errors.

*  Use the source code when available: check the code to assist in this review
and discover the vulnerabilities that are not detected in the inspection of code
phases.
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4. Case of study

The guide was used and tested during the development of a Web application for a

company, but for reasons of confidentiality name is omitted.

The aim of the guide is to make relevant suggestions about safety and reliability
in the testing process of Web applications on Windows platforms in a way that en-
sures the integrity and proper functioning of them. This guide is done in phases and
each phase of life cycle contains the criteria that indicate when you can go from one

phase to another.

Table 3. Format verification of security testing

MEETS

SECURITY CONCEPTS
YES

No

DOES THE SITE WORK PROPERLY AND NO FAILURES
TO BROWSE THEIR PAGES OR USE YOUR SERVICES?
(ESPECIALLY IN THE CASE OF ONLINE TRANSACTIONS).

THE DATA ENTERED BY A USER THROUGH FORMS;
ARE VALIDATED BEFORE BEING SENT AND PROCESSED
BY THE SITE SERVER?

IS THERE A SECURITY PROTOCOL TO AVOID
OUTSIDE ATTACKS AND INTRUSIONS FROM HACKERS?

A. Inception.

In order to use the guide in the test site must have certain characteristics to deter-

mine whether or not, using the following evaluation criteria:

»  Attendance of all involved to define the cost / time and scope.

* Agreement that the requirements have been established and captured, and

there is a shared understanding of these.

* Agreement that the estimate of the cost / time priority, the risks and the de-

velopment process are appropriate.
*  Allrisks are identified and a mitigation strategy is each.

B. Elaboration.

At the end of the design phase objectives were examined and detailed scope of the

system, the choice of architecture, and resolution of major risks.
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C. Construction.

Once the product was ready for delivery it was necessary to do the following: en-
sure that all functionality has been developed and all tests are completed.

D. Safety Test.

The activities you can do to make safety tests are diverse and are directed to sever-
al areas in the tables 4 to 12.

The guide will enable and disable points to prove. After you define the effort de-
voted to each test, i.e. testing effort goals are conducted to verify the safety and relia-
bility of the Web application.

Table 4. DNS test Management

MEETS

DNS MANAGEMENT

DO ALL SITE LINKS ARE ASSOCIATED PAGE AND APPROPRIATE

CONTENT TO LINK SAID?

IF A SEARCH WITHIN THE SITE OR ANY OPERATION THEREIN, ARE

THE RESULTS DISPLAYED PROPERLY?

Access requirements. Site users must have access to the intranet and database.

Table 5. Protection of internal structure of the Web site

MEETS
PROTECTION OF INTERNAL STRUCTURE OF THE WEB SITE
YES No
DO YOU AVOID BEING SEEN THE NAMES OF THE PROGRAMS AND
DIRECTORIES?
DO THEY TAKE STEPS TO CONFIRM THAT THE SAME USER RETURNS
TO THE SITE?
Table 6. Protection against robots
MEETS
PROTECTION AGAINST ROBOTS
YES No

IS IT PREVENTS ACCESS TO PROTECTED DIRECTORIES?

DO META-TAGS USED ARE APPROPRIATE TO PROTECT THE SITE'S

DIRECTORY?
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Table 7. Privacy Management Test

MEETS

PRIVACY MANAGEMENT

ARE PRIVATE DATA, PROVIDED VOLUNTARILY BY USERS ARE

STORED IN A RESERVED MANNER?

DO YOU OFFER A PRIVACY POLICY OF PERSONAL DATA AND

REPORTED ITS EXISTENCE IN THE RELEVANT PAGES?

DOES IT PROTECT THE INTEGRITY OF THEIR PROGRAMS AND

DATA?

Table 8. Secure Channels Test

MEETS

SECURE CHANNEL

ARE THE SERVICES OFFERED ARE MADE VIA SECURE

TRANSACTION CHANNELS?

IS INCORPORATED ENCRYPTION ~MECHANISMS OF THE
COMMUNICATION CHANNEL FOR TRANSFERRING PRIVATE

INFORMATION BETWEEN USERS AND THE WEBSITE? ( SSL, PGP, ETC.).

Table 9. Access Control Mechanisms Test

MEETS

AccEss CONTROL MECHANISMS

DOES THE SITE WORK PROPERLY AND NO FAILURES TO BROWSE
THEIR PAGES OR USE YOUR SERVICES? (ESPEC]ALLY IN THE CASE OF

ONLINE TRANSA(‘TIONS)

ARE THE DATA ENTERED BY A USER THROUGH FORMS VALIDATED

BEFORE BEING SENT AND PROCESSED BY THE SITE SERVER?

HOW THE ISSUES THAT REQUIRE RESTRICTED ACCESS, THE SITE

PROVIDES A MEANS TO VALIDATE ACCESS, I.E. THROUGH A BOX WITH

USERNAME AND PASSWORD?
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Table 10. Protection programs Test

MEETS

PROTECTION PROGRAMS

IS THERE A SECURITY PROTOCOL TO AVOID OUTSIDE ATTACKS

AND INTRUSIONS FROM HACKERS?

DO YOU HAVE A DATA BACKUP POLICY IN ORDER TO OVERCOME

EFFECTS OF FAILURES DERIVED FROM THE PREVIOUS POINT?

Table 11. External versus self-Site Hosting Test

MEETS

EXTERNAL VERSUS SELF-SITE HOSTING

IS ALLOWS COMBINATION OF SERVICES AND INFRASTRUCTURE TO

PROVIDE AN OPTIMAL SOLUTION SET IN TERMS OF COST-BENEFIT?

IS AN ASSESSMENT OF THE OVERALL IMPACT OF ALL ELEMENTS

INVOLVED IN THE SITE?

Table 12. Ensure minimal roles Test

MEETS

ENSURE MINIMAL ROLES

DOES THE SECURITY POLICY IMPLEMENTED TO VALIDATE THE
RESTRICTED ACCESS IS ADEQUATE TO THE PURPOSES OF SERVICE OR

THE INSTITUTION?

IN THE CONTEXT OF WEB SITE OPERATION: DO YOU HAVE STAFF

ABLE TO MEET THE DIVERSE FUNCTIONAL ROLES?
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Table 13. Type of test recommended

APPLIES

TYPE OF TEST
YES No

DNS MANAGEMENT

PROTECTING YOUR WEB SITE’S INTERNAL STRUCTURE

PROTECTION AGAINST ROBOTS

PRIVACY MANAGEMENT

SECURE CHANNELS

ACCESS CONTROL MECHANISMS

PROTECTION PROGRAM

EXTERNAL HOSTING VS. OWN SITE

ENSURE MINIMUM ROLES

Resources for the effort test. For example: HARDWARE. Any computer with Inter-
net access, network infrastructure at least 100 Mbps. SOFTWARE: Platform Windows
installed with any browser. Or of PERSONAL: test engineer, application support (on
request).

Table 13 shows the results after a series of tests with which ensure quality and ap-
plication security.

5. Conclusions

This paper has presented a guide for test engineers in order to identify vulnerabili-
ties in Web applications, i.e. reliability and safety issues to consider and we’ll fix it
before delivering the final product to the user, this is achieved by implementing a
wizard in which based on responses from online questionnaires related to aspects of
safety and reliability of Web applications being tested, the questionnaires are based on
ISO 9126:1991 standards, IEEE 1233, IEEE 6190, IEEE 830, ISO / IEC 9646-1.

The usefulness of this method has been demonstrated in a case study, favorable
results were obtained in the testing stage and help test engineers to see more clearly
where there is more uncertainty in Web applications, also reduces the costs involved
fees and better yet, it is easy to use, thus reducing training time cost.

It is important to mention that it is based on results that although sounds outdated,
the test guide can be applied to current web application development. Since it is based
on common practices, which every developer should know and apply.
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As future work, the idea is to implement more projects in a wizard application, so
you can find best practices, and according to their results being used as a base for
projects more complex.
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